Abstract: The Internet of Things (IoT) is defined as a collection of identifiable things or nodes with the ability to communicate over wired or wireless communication media. Projections indicate that by 2020, 40% of IoT-related technology will be health related, more than any other category, making up a $117 billion market. Numerous applications such as heart rate monitors and blood pressure monitors are already in use in the IoT for medical devices and are poised to revolutionize the functioning of the healthcare industry. However, this interconnectivity leaves medical devices vulnerable to security breaches, increasing concerns that the connectivity of these medical devices will directly affect clinical care and patient safety. Therefore, the focus of this study is to identify potential security threats to the Internet of Medical Things (IoMT) devices and propose control mechanisms using the situational crimeprevention theory to reduce the likelihood and impact of such threats.
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PUBLIC INTEREST STATEMENT
This research is important for healthcare institutions, medical device regulators, and healthcare data security personnel in the United States. Given the exponential growth of the Internet of Things (IoT) devices, we must understand the security vulnerabilities of these connected devices. Threats to connected medical devices will directly affect clinical care and patient safety. This study identifies potential threats to medical IoT devices and proposes control mechanisms using the situational crime-prevention theory to reduce the likelihood and impact of such threats. The study will help healthcare security professionals make informed decisions about reducing vulnerabilities in medical devices. Ultimately, the proposed control mechanisms will help build stronger trust between the healthcare system and patients.
Introduction
The Internet of Things (IoT) is defined as a collection of identifiable things or nodes with the ability to communicate over wired or wireless communication media (Thangavel, 2015) . IoT is the third wave in the world information industry after the introduction of the computer, the Internet, and mobile telecommunication networks (Shen & Liu, 2010) . According to Gartner, over 26 billion devices will be connected through IoT and result in $1.9 trillion in global economic value added through sales by 2020 (Gartner, 2013) . Furthermore, 40% of IoT-related technology will be healthrelated, more than any other category, making up a $117 billion market (Bauer et al., 2014) . A report by Allied Market Research predicts that the IoT healthcare market will reach $136.8 billion worldwide by 2021 (Marr, 2018) .
IoT devices in the healthcare industry such as sensors can have numerous applications including heart rate monitors, blood pressure monitors, and endoscopic capsules (Al Ameen, Liu, & Kwak, 2012) . This network of sensors, actuators, and other mobile communication devices are poised to revolutionize the functioning of the healthcare industry (Khanna & Misra, 2014) . Such networks, called the Internet of Medical Things (IoMT), is the connected system of medical devices and applications that collect data that are then provided to healthcare IT systems through online computer networks (Marr, 2018) . Today, 3.7 million medical devices are in use and connected to and monitor various parts of the body to inform healthcare decisions (Marriott, 2017) . Some of the literature refers to the Internet of Things in healthcare as IoT-MD, IoMT, Medical IoT, mIoT, and IoHT. We use IoMT to refer to the Internet of Medical Things based on Marr's (2018) definition.
IoMT interconnectivity leaves medical devices vulnerable to cyber security breaches in the same way other networked computing systems are vulnerable. However, unlike these other networked computing systems, there is an increasing concern that the connectivity of these medical devices will directly affect clinical care and patient safety (Williams & Woodward, 2015) . For example, the Identity Theft Resource Center reported that the U.S. medical and healthcare sector experienced roughly 28% of the total data breaches in 2017, and even with regulations, 94% of healthcare organizations have been the victim of cyber attacks (Filkins, 2014; Tatham, 2018) . Therefore, it is imperative for patients, clinicians, hospitals, and other healthcare facilities to understand potential IoMT threats to reduce future attacks. The focus of this study is to outline the potential vulnerabilities of IoMT devices and propose a framework to reduce threats to them.
In the following section, we provide a classification of medical devices based on wireless architectures. We then describe the general framework for IoMT devices. Next, we report incidents of wireless and medical device cyber-attacks, and provide recommendations to reduce future IoMT attacks. Finally, we discuss the limitations of the current study and recommend future directions for research in this area.
Literature review
A number of technologies can reduce the overall costs for the prevention or management of chronic illnesses (Dimitrov, 2016) . One of the leading technologies is the increase in the interconnectivity between medical devices and other clinical systems. Based on a review of the literature, we have classified medical devices into three categories based on the wireless architecture and interaction with the patients: (1) wireless implantable and wearable devices, (2) wireless emergency response devices, and (3) wireless medical adherence devices.
Wireless Implantable and Wearable Devices
Implantable and wearable medical devices include any device that collects the body's internal signals and outputs the signals to an external device. Wearable devices include any device that touches the patient's skin. Implants refer to any device that is inserted into the body. These devices capture vital signs such as heart information, insulin and glucose levels, and other bodily measurements. From the medical device, data travel to a smart phone, laptop, or computer and are viewed and analyzed by the user. The user may be the patient, healthcare clinic, or doctor. Table 1 outlines some brands that sell smart implants and wearable devices. Some examples include Fitbit Activity Trackers and Medtronic's pacemakers. The device collects medical and other forms of health data from individuals in one location and electronically transmits that information securely to healthcare providers in a different location for assessment and recommendations (CCHPCA, 2018) . Figure 1 depicts the wireless structure for patient monitoring using wireless wearable or implantable medical devices.
Wireless Emergency Response Devices
Emergency response devices connect patient monitors specifically to emergency services. Multiple nodes in the patient's home provide the patient's geographical location and health condition. Data from the patient's sensors combine at a modem and are forwarded to the ambulance base station. The local EMTs and paramedics use PDAs or tablets to enter patient information as the patient is being evaluated, and treatment is provided in the field. The information is linked to a real-time sensor data timeline by the web service application. Each patient's medical history is available in the field (even when disconnected from the Internet), and on the central server (Hashmi, Myung, Gaynor, & Moulton, 2005) . The overall goal is to send secure, end-to-end, real-time information including medical, environmental, and geo-location details to first responders, who can then provide situational awareness to support local decisions and the global management of resources (Hashmi et al., 2005) . Table 2 describes some wireless emergency response devices. Some examples include Life Alert and Qmedic Medical Alert Bracelets. Figure 2 illustrates the wireless structure for emergency response devices.
Wireless Medical Adherence Devices
A wireless medication dispenser's goal is to solve the problem of a patient's lack of adherence to medication regimens. This device is especially helpful for the elderly and people with cognitive limitations. Medical adherence devices log when and if medication is taken, medication bottle closures, and medication dosage values. Once the alarm is activated, the device can also dispense the medication. To remind patients, the device can send SMS messages or notifications through smart phone applications. The uploaded data can be used by the caregivers, Physicians, and other legitimate stakeholders for different purposes including monitoring medication adherence (Mondol, Emi, & Stankovic, 2016) . For our classification, any voice activation tool such as Amazon Alexa or Google Home can be categorized as a medical adherence device because these tools can also provide medication reminders. Voice-activated devices have speech recognition and text-to-speech technologies for improved user experiences. Table 3 presents some wireless medical adherence tools. Some examples include intelligent personal assistants such as Amazon Alexa or E-pill medication dispensers. Figure 3 depicts a wireless structure for medical adherence tools.
IoMT device architecture
According to Gartner's 2017 Hype Cycle for Real-Time Health System Technologies, medical device connectivity is at the plateau of productivity phase (Runyon & Pessin, 2017) . Therefore, Figure 1 . Wireless implantable and wearable devices. The patient's electrical heart activity is captured through an EKG in Pennsylvania. The device transmits the EKG information to a device via Bluetooth and further to a data center via WiFi. The physician, in California, is alerted through SMS and can log into the hospital system to find the patient's readings. Medical Guardian A wearable medical alert device connects to the local landline through the base station. Once the button is pressed, the wireless signal is sent to the base station, and the monitoring center is alerted. (MedicalGuardian, 2018)
Alert1
The PAX Plus provides a wearable pendant that sends an alert to the Command Center during a fall. The pendant has a built-in GPS technology that allows dispatchers to find the patient's location. (Alert1, 2018) Qmedic The company provides waterproof wristbands or pendant that provide activity alerts to detect deviations in activity or sleep, sends alerts to family or caregiver, but does not provide fall detection to avoid false alarms. (QMedic, 2018) Life Alert A simple one-button device that alerts dispatchers for medical emergencies, shower emergencies, or home intrusion. (LifeAlert, 2018) approximately 20% of the technology's target audience has adopted or is adopting the technology. Medical devices are increasingly connected through wireless networks. Wireless radio frequency (RF) medical devices perform at least one function that utilizes wireless RF communications such as Wi-Fi, Bluetooth, and cellular/mobile phones to support healthcare delivery. Examples of functions that can utilize wireless technology include controlling and programming a medical device, monitoring patients remotely, and transferring patient data from the medical device to another platform such as a cell phone (FDA, 2018f) . Figure 4 illustrates a potential IoMT device architecture with a wireless sensor network framework. Amazon Amazon Alexa and Echo are voice-activated speakers that can be used to make calls, send, and receive messages, record information, set reminders, and more. (Amazon, 2018) Google Google Home is a voice activated speaker and home assistant that can be used to make calls, send and receive messages, records information, set reminders, and more. (GoogleHome, 2018) In the perception layer, the system aims to acquire, collect, and process the data from the physical environment. The system consists of two parts: the sensor device and the wireless sensor networks (Zhu, Wang, Chen, Liu, & Qin, 2010) . In Phase 1 of Figure 4 , each sensor node is made up of four basic components: a sensing unit, a processing unit, a transceiver unit, and a power unit (Akyildiz, Su, Sankarasubramaniam, & Cayirci, 2002) . The transceiver unit is responsible for connecting the sensor node to the network. The goal is to connect the RFID reader to an RF transceiver that can forward information to and from the reader over distances of approximately 100 or 200 meters, depending on which RF transceiver that is used (Englund & Wallin, 2004) . Various naming conventions such as Wireless Body Area Network (WBAN), Body Area Network (BAN), or Body Sensor Network (BSN) are used for the connectivity of body sensors. The nodes in a wireless sensor network need to communicate among themselves to transmit data in single or multi-hop sensor networks to a base station (Gubbi, Buyya, Marusic, & Palaniswami, 2013) . A wireless sensor A medication dispenser alerts a remote server through the internet and the server sends the medication information to a smart phone application, computer application, email, or web service. The remote server sends a command back to the dispenser to close the valve or alert the user of completion. Through a personal area network, the information is sent from the body to a local device such as a smart phone application. Using a wireless wide area network, the signal travels to the medical server and, ultimately, the healthcare service. Feedback is sent from the healthcare service back to the sensors.
network (WSN) generally consists of a base station (or "gateway") that can communicate with a number of wireless sensors. Data are collected at the wireless sensor node, compressed, and transmitted to the gateway directly or if required, use other wireless sensor nodes to forward the information to the gateway. The transmitted data are then presented to the system via the gateway connection (Wilson, 2004) .
In the transmission layer, the system transfers data over a large area or long distance, which is constructed based on the traditional mobile broadband communication network, Wi-Fi, and other communication technologies (Zhu et al., 2010) . In Figure 4 , all the arrows between the Phases represent the transmission layer because the data flow from each phase. Between Phases 1 and 2 is a Wireless Personal Area Network (WPAN) that allows electronic devices on and near the human body to exchange digital information through near-field electrostatic coupling (Zimmerman, 1996) . Between Phases 2 and 3, data flow from the patient's personal server to the medical server through a Wireless Wide Area Network (WWAN). WWAN is a cell phone's high-power cellular radio network, used to access the Internet over the entire cell phone coverage area (Houser & Thornton, 2005) . WWAN also transmits data from Phases 3 and 4, and Phases 4 and 1.
The application layer houses data processing and services (Zhu et al., 2010) . In Figure 4 , Phases 2, 3, and 4 are part of the application layer. The data from the transmission layer are handled by corresponding management systems, and then various services are provided to different kinds of users (Zhu et al., 2010) . The core set of services in this layer might include event processing services, integration services, analytics services, user interface (UI) services, and security and management services (Choi, Li, Wang, & Ha, 2012) . The devices on the personal and medical server such as phones, tablets, and laptops share information through a Wireless Local Area Network (WLAN) or the Internet. WLAN provides high bandwidth to users in a limited geographical area (Clarke, 1997) . The cloud or server processes data about the connected devices, allowing end users to interact with the cloud through a mobile application. Users send requests to the cloud. The cloud then identifies the device and sends a corresponding request to the appropriate sensor network using gateways (Kimura & Latifi, 2005) . The end user may include the physician, personal device assistant (PDA), caregiver, healthcare provider, or emergency services. In an IoMT structure, information can be sent from Phase 4 to Phase 1 and allow for feedback to the sensor system.
General wireless network attacks
The explosive growth in wireless networks over the last few years resembles the rapid growth of the Internet within the last decade (Arbaugh, Shankar, Wan, & Zhang, 2002) . Wireless networks serve as the transport mechanism between and among devices and the traditional wired networks. Wireless networks are many and diverse but are frequently categorized into three groups based on their range of coverage: wireless wide area networks (WWAN), WLANs, and wireless personal area networks (WPAN) (Karygiannis & Owens, 2002) .
The very idea of a wireless network introduces multiple venues for attack and penetration that are either much more difficult or completely impossible to execute with a standard, wired network. Wireless networks only know the boundaries of their own signal: streets, parks, nearby buildings, and cars all offer a virtual "port" into any wireless network (Hassell, 2004) . The Privacy Rights Clearinghouse recorded 913 hacking or malware attacks in 2015, 2016, and 2017 within the business, education, government, military, nonprofit, and healthcare industries (PRC, 2018) . Table 4 provides a brief overview of wireless attacks in 2015, 2016, and 2017. The table does not include all the attacks but does show the various types of general wireless attack incidents.
Wireless medical device network attacks
Privacy Rights Clearinghouse reported 913 incidents of hacking or malware attacks in 2015, 2016, and 2017 within the business, education, government, military, nonprofit, and healthcare industries in the United States. The medical industry was the leading target, with about 418 reported hacking or malware attacks and nearly 285 records indicating a network attack (PRC, 2018) . The use of wireless sensor networks (WSN) in healthcare applications is growing at a fast pace. Given that most of these devices and their applications are wireless in nature, there are major areas of concern in violation of data privacy for patients and medical personnel. The direct involvement of humans also increases the sensitivity (Al Ameen et al., 2012) . Thankfully, there have been no recorded cases of injuries or deaths resulting from a cyber attack on devices interacting with the body. All demonstrations so far have been conducted for research purposes only. However, if somebody decides to use these methods for nefarious purposes, it might go undetected (Wadhwa, 2012) . Table 5 is a review of the highlighted instances that demonstrate the vulnerability of medical devices to attacks.
Based on a review of vulnerabilities in current medical devices, it can be predicted that IoMT devices may incur similar types of security attacks. Due to the increased connectivity of IoMT devices, classification of attacks for wireless sensor devices can be adapted. A Survey of Attacks, Security mechanisms and Challenges in Wireless Sensor Networks provides general attacks within wireless sensor devices. We have adapted the general attacks with an IoMT lens to portray the substantial security problem facing IoMT devices (Padmavathi & Shanmugapriya, 2009 ).
Node outage
The IoMT device stops working and prevents the patient from using their smart insulin pump or pacemaker. This may result in death or physical injury to the patient. The attacker gained wireless control of the vehicle and had access to its dashboard functions, steering, brakes, and transmission. (Greenberg, 2015) 2015
Wireless Baby Monitor Hacked
Parents heard voices coming from their child's baby monitor and discovered hackers gained access to the camera and voice commands. 
Physical attacks
A hacker may physically install a pseudo sensor in the IoMT architecture and cause the hacker to receive health information. The hacker may physically alter the device to state false readings, resulting in the patient receiving heavier medication.
Message corruption
The criminal may alter sensor readings on the IoMT device data and send a virus with the data when sent to the physician.
False node
A hacker may cause patient one's data to show in patient two's readings and vice versa. False information would unknowingly cause inaccurate diagnosis to both patients.
Passive information gathering
As patient data is sent to the physician, the hacker would collect the data as an intermediary. He could store all patient data in a geographical area and sell that data to insurance companies.
Routing attacks
Routing attacks would affect the network layer of the IoMT device. The hacker could create an infinite loop between the various sensors in the IoMT network and the data would constantly overwrite itself. 
Monitoring and eaves dropping
The hacker could use the wearable IoMT device to track the patient's voice commands and listen on personal conversations. Those conversations could be recorded and used to blackmail the patient.
Traffic analysis
When a patient sends data from their IoMT device to their family or friends, the hacker could track the communication patterns and send additional messages to the recipients.
Denial of service
The patient's insulin sensor may lock with a password encryption and prevent a patient from maintaining their blood sugar level. The hacker would provide the password only if the ransom is paid.
Node malfunction
The criminal may erase emergency phone numbers on an emergency response sensor and prevent patient's from calling emergency services.
Examining IoMT device security through the situational crime-prevention lens
Situational crime prevention offers a theoretical perspective for organizing the dimensions, or indices, used in our analysis of security vulnerabilities and risks of victimization from cybercrime in public access Internet facilities. The theory differs from most other criminological theories in that it does not attempt to explain the motivation to commit a crime, but rather, tries to explain the conditions and circumstances that create the opportunity to commit a crime.
According to this theory, the likelihood that a crime will be committed depends on the manipulation of the conditions in the environment (Clarke, 1997) . Preventing criminal activity becomes a function of changing the environment to increase the efforts and risks involved in committing a crime, reduce the rewards an offender hopes to reap from the crime, and make an attack difficult for criminals to justify their activities using common excuses. The situational crime-prevention approach has been used to guide preventative efforts in cyberspace surrounding e-commerce crime (Newman & Clarke, 2013) , insider threats from employee computer crime (Siponen & Willison, 2009) , identity theft (Copes & Vieraitis, 2009), and cyber stalking (Reyns, 2010) . Furthermore, the situational crimeprevention approach has been used in context of protecting maritime attacks (Bruinsma & Johnson, 2018; Bryant, Townsley, & Leclerc, 2014; Shane, Piza, & Mandala, 2015; Townsley, Leclerc, & Tatham, 2015) . These studies focus on the prevention of maritime piracy by developing strategies for guardians and ship protection methods. Shane, Piza & Mandala evaluate the effectiveness of situational crime-prevention techniques in piracy attacks across the globe.
Work done in the United States has enhanced the development of the situational crimeprevention theory. Hindelang, Gottfredson, and Garofalo (1978) used data on patterns of crime to develop a theory of personal victimization. Their lifestyle/exposure theory postulates that the lifestyle and routine activities of people place them in social settings with higher or lower risks of being victimized. For example, people who spend a great deal of time in public places at night have a greater risk of being robbed than do people who spend most of their evenings at home. A major implication of the lifestyle/exposure theory is that people's risk of being victimized can be reduced by altering their patterns of activity. Cohen and Felson (1979) broadened the lifestyle/exposure theory into the routine activities approach. This theory, which examines the circumstances around incidents of crime recorded by the Privacy Rights Clearinghouse, rather than the characteristics of the offenders, posits that three elements are needed for a crime to occur: a motivated offender, a suitable target, and the absence of an effective guardian against some violation. Routine activities are events that we engage in on a daily basis, which could include work, school, leisure activities, or social interactions. Cohen and Felson (1979) point out that routine activities can occur within the home, at work, or in other places outside the home. Since the end of World War II, there has been a trend toward an increase in activities that occur outside the home. With this increase, people have become more vulnerable to victimization unless a capable guardian is present.
The routine activities theory has been a useful theoretical lens in our understanding of how technological shifts affect a wide variety of criminal offenses (Bossler & Holt, 2009 ). The three necessary elements posited by the theory are present in cyber crime. First, as already discussed, there are millions of incidents of cyber crime. Second, suitable targets are in no short supply, with 78% of adult Americans and 93% of teens using the Internet (Madden, Lenhart, Duggan, Cortesi, & Gasser, 2013) . In this landscape, individuals may unknowingly provide their information to someone engaged in a scam. Third, we trust the public environments we are in and expect the authorities to be capable guardians, safeguarding our information. The situational crime framework provides tools that these guardians can use in cyberspace to protect us.
In the following section, we provide an application of the situational crime framework with the context of IoMT devices. To conceptualize the role of the situational crime-prevention theory, a brief case study on medical device protection follows. Currently, there is no literature regarding medical devices and the situational crime-prevention theory therefore, the case study provides a brief connection between a current protection method and situational crime prevention.
4.1. Crime-prevention strategies Cornish and Clarke (2003) proposed five methods that guardians could use to protect potential victims from crime: increase the effort, increase the risks, reduce the rewards, reduce provocations, and remove excuses.
Each of the five approaches for reducing opportunities for crime can be operationalized through a series of security techniques that aim to inhibit criminal activity. Table 6 lists the five major approaches for reducing opportunities for crime and the corresponding techniques for doing so. Before describing the twenty-five techniques and presenting examples of each, it should be noted that there is some unavoidable overlap among the categories (Cornish & Clarke, 2003) . All twentyfive techniques can be used to reduce opportunities for both in-home and hospital IoMT device attacks. 
Increasing perceived effort
Increasing perceived effort includes strategies designed to make the cyber-attack more difficult to carry out. Five strategies that can increase perceived effort include target hardening, control access to facilities, screen exits, deflect offenders, and control tools/weapons.
For IoMT, target hardening refers to creating physical barriers between the attacker and the medical device. For example, the device may lock after a certain radius and therefore prevent the attacker from removing it from the patient's home or hospital. Furthermore, if each device is made from a specific material that cannot be deconstructed, it can prevent attackers from extracting the memory chip from the device.
Access control refers to preventing potential offenders from entering the medical device. Frequent password changes and multifactor authentication to access the medical device at the patient's home or hospital will reduce unauthorized personnel from accessing patient data. Since patient data is private information regarding the patient's health, the data should have view-only permissions.
Screening exits allows regulators to detect objects that should not be removed from the protected area (Clarke, 1997) . A regulatory body, either the device manufacturer or healthcare provider, could perform daily checks on irregularities in device usage or location. In hospitals, a designated security personnel should check whether all medical devices are in the correct location and are locked when not in use. When deregistering the device, all authorized personnel should be erased from the device's memory, and the regulatory body could cross-reference the initial authorized personnel for the device.
By using the deflecting offender's strategy, cyber criminals will be dissuaded from trying to hack medical devices. If the data sent from the medical device are encrypted and encoded through multiple data security layers, the hacker will be less likely to be able to translate the data at each of the transfers. Doing so will require more equipment and software for the hacker and deter them from pursuing the device further. In addition, routine checks by the authorities will reduce the likelihood of a device attack because it will increase the fear of being caught.
By controlling tools and weapons, the hacker will have limited opportunities for attacking the IoMT device. Restricting the sale of radio frequency devices to juveniles will limit the hacker's ability to decode device signals. If IoMT devices are tracked by device manufacturers or healthcare providers, the hacker will not be able to use one IoMT device to hack into other IoMT device in the network. Table 7 outlines strategies for increasing the perceived effort of hacking a medical device through an IoMT lens.
Increasing perceived risk
Increasing perceived risk involves strategies that make the hacker assume the risk is greater than the benefit. The five strategies that increase perceived risk include extend guardianship, assist natural surveillance, reduce anonymity, utilize place managers, and strengthen formal surveillance.
The extend guardianship strategy involves taking routine protection measures to reduce the opportunity for crime (Clarke & Eck, 2005) . For IoMT devices, home users should store their medical device in a secure safe after usage. In medical facilities, IoMT devices that are not in use should be stored in secure rooms and designated personnel should verify that all devices are in the correct location.
Assisting natural surveillance would include making it simpler to report suspicious activity by friends and family, the community, and medical personnel of IoMT device users. Creating a specific report number and report email would create a quick method to report unusual activity. Physical means, such as improving lighting in hospitals, would make it clearer to spot medical device activity. To incentivize medical personnel or anyone to report any irregular usage or data loads, rewards and incentives could be offered. Although tangible rewards such as monetary awards, recognition awards, or physical goods are possible, they are not compulsory. Encouragement of surveillance by patient visitors and community would instill a guardianship aspect to report suspicious activity. Intangible incentives such as recognition and praise may also be considered.
The patient should have permission to grant viewable access to the IoMT device data to reduce anonymity of others. To reduce the possibility of an attack, the patient should be permitted to allow only three users to access the data: the patient, the patient's physician, and one additional family member or friend. If there are a certain number of users per device, it will be simpler to detect irregular activity and reduce the ability of the patient to provide access to unknown individuals.
In the context of IoMT devices, place managers would include medical personnel, and everyone employed in the hospital. Having two physicians analyze IoMT device data will allow physicians to verify the privacy of data. Once again, rewards or incentives may be offered, however they are optional. Giving medical personnel the power to report suspicious activity would instill a sense of guardianship and trust. IoMT device security training for all medical personnel and device users would provide power and establish a procedure of reporting suspicious activity.
Formal surveillance is provided by police, security guards, and store detectives, whose main function is to serve as a deterrent threat to potential offenders (Clarke, 1997) . To protect medical devices from being hacked physically, home security and cameras should be installed in all in-home device locations. Furthermore, authorized security personnel should physically check in-home medical device usage monthly to ensure the device is being used for its intended purpose. Formal surveillance in hospitals can be increased by having security guards at all entrance points, requiring all hospital visitors to show federal or state ID before entering, and scanning each visitor's bag. Table 8 outlines strategies for increasing the perceived risk of hacking a medical device through an IoMT lens. 
Reducing the reward
Reducing anticipated reward includes strategies to decrease the perceived reward for hacking into a medical device. These strategies include conceal targets, target removal, identifying property, disrupt markets, and denying benefits.
Conceal targets involves hiding IoMT devices to reduce temptation by hackers. Simple measures, such as storing IoMT devices in secure safes after usage and using devices in rooms with no windows would support this strategy.
Target removal may include the removal of the physical medical device or the storing of data away from the medical device. Sending data to the cloud and not storing patient data on the medical device itself would prevent hackers from trying to access the physical device and create more barriers to entry. Furthermore, the data would need to be encrypted from the initial sensing stage through transport to ensure a stronger barrier to entry. Removing data from the physical device may also include creating data security layers, each of which would be illegible without the key. Since data would be parsed into parts, the hacker would need to combine different data sources and dissect the encoded values to understand the metrics. As a result, more effort would be needed to understand and gather the patient's data.
For IoMT, identifying property may include authenticating the device as belonging to the patient. Once the device is registered to the patient, the patient should be the only one to access and load data onto the device. For example, implanting a microchip in the device that can be opened only with the patient's ID will help stop the hacker from opening or reselling the device.
Disrupting markets for IoMT devices may include limiting resale opportunities for hackers. This would include resale of data or the physical IoMT device. Currently, the FDA is the main regulating body over medical devices and radiation-emitting products (FDA, 2018a) . As the number of IoMT devices increases, more federal regulatory bodies focused on illegal medical device resellers would be beneficial. Furthermore, online retailers or in-store retailers could deny any resale of medical devices because patient data may still be stored on the device. Denying benefits includes impeding the resale of the medical device. Increasing the difficulty of reselling the physical device would lessen the benefit of stealing it because it would worthless in the market. Table 9 outlines strategies for reducing anticipated rewards through an IoMT lens.
Reduce provocations
Reducing provocations was added to the original 16-technique model for the situational crimeprevention theory. According to Wortley, the situational prevention theory focused too heavily on opportunities crime and did not consider situations that encourage crime (Clarke & Eck, 2005) . Reducing provocations involves making the IoMT device simpler to use for patients. Although this seems counter intuitive towards preventing cyber attacks, creating a simpler device will encourage patients to safely store their device and promote safely discharging the device. Reducing provocations can be accomplished through reducing frustrations and stress, avoiding disputes, reducing emotional arousal, neutralizing pear pressure, and discouraging imitation (Cornish & Clarke, 2003) .
Reducing frustration and stress for patients using IoMT devices will promote well upkeep of the device. If a patient, were to become frustrated with the device's performance, they may be tempted to dispose of it through resale or discarding it. Therefore, ensuring polite service for IoMT device technical support will help patients learn about how the device works. For similar reasons, it may be useful for training for physicians to ensure they can answer basic questions by patients.
Reducing disputes between patients and physicians regards to the device would reduce the temptation of hackers to attack the IoMT device. If the device is controlled by hospitals or vendors, the patient can stay at peace knowing they are responsible for technical support and deregistering the device. To prevent resale of the device, all IoMT devices should be returned to the medical facility if the device is defected. The medical facility should be responsible for contacting vendors and ensuring quality of the device.
According to Wortley's critique of the situational crime-prevention theory, crime is provoked during an adverse emotional arousal. These emotional arousals can result from frustration, crowding, invasion of privacy, or environmental irritants (Cornish & Clarke, 2003) . For IoMT devices, creating a simpler IoMT device would reduce frustration with the equipment and decrease the likelihood of the patient to lessen their protection measures. For example, if the password change for an IoMT device required extensive password constraints, the patient may get frustrated with the frequent changes and password character limitations. Thus, they may place temporary physical barriers around the IoMT device and leave the medical device unlocked. Leaving the device unlocked would increase temptation for cybercriminals to hack the device. Reducing emotional arousal would require IoMT device manufacturers to learn more about their device's usability through customer surveys. Patient's may be subject to peer pressure if others request to use their IoMT device. Regular campaigns about "saying no" to medical device misuse would encourage safe IoMT device usage. The campaigns could be distributed through newsletters or mail.
If a hacker attacks an IoMT device, it should be quickly dealt with to ensure there are no "copycat" crimes (Clarke & Eck, 2005) . Rapid discharge of IoMT devices would prevent other hackers to target the device. Table 10 outlines strategies for reducing provocations through an IoMT lens.
Remove excuses
Removing excuses involves utilizing techniques to prevent the hacker from misunderstanding the regulations governing the use of medical devices. Removing excuses can be accomplished through setting rules, posting instructions, alerting conscience, assisting compliance, controlling drugs and alcohol.
Rule setting involves establishing fixed procedures and frameworks for hackers. For IoMT, new federal legal procedures could be devised specifically for device hackers. Furthermore, new legally binding agreements could be made between the patient, physician, and anyone with access to the patient's data to ensure that the three parties agree to keep all information private. (Wellington, 2013) concludes that the current legal structure is insufficient in preventing cyber-attacks in medical devices.
Post instruction involves creating physical signs or contracts to promote behavior. On page 98 of the U.S. Department of Justice's report by Clarke and Eck, it states despite post instructions wide use, there have been few evaluations of the preventive effectiveness of posted instructions, but they are an essential tool of law enforcement and are often used in problem-solving efforts (Clarke & Eck, 2005) . A series of campaign slogans are listed in Table 11 that may assist patient's using IoMT devices for its intended purpose.
Stimulating conscience regarding medical devices can occur at hospitals and in the community. Display boards within the hospital about the privacy of patient data and the repercussions of hacking can highlight the importance of the issue. In Crowe & Fennelly's book Crime Prevention Through Environmental Design, it states that the visual sense is the most comprehensive means of collecting information about the environment. It has been estimated that about 90 percent of our information about the external world comes as a result of visual perceptions (Crowe & Fennelly, 2013) . A visitor in the hospital may recognize a new visual display when they walk in to see a patient. It is necessary to use light and color components to ensure the image rises to a high level of consciousness because unless there is something significant about the image, the image will remain in the subconscious (Crowe & Fennelly, 2013) . Penetration testing with short quizzes for visitors would access the effectiveness of the visual campaigns. Increased awareness of the FDA regulation of medical devices will provide the community with information about who is responsible for the safety of all medical devices and make it simpler to report an issue. For IoMT devices, cyber criminals may be lightly influenced by alerting conscience techniques due to the severity of the crime (Clarke, 2004) . Hacking IoMT device data may cause physical injury or death to the patient and posting instructions may not be seen by cyber criminals. However, we suggest some campaign slogans that would support the safety of IoMT devices.
Assisting compliance for IoMT devices would include making it simpler to report suspicious activity with a report number and report email. To prevent resale of the device, the IoMT device should be returned to the medical facility. Also, by involving hospital personnel in the process of ensuring medical device safety, it may make them more inclined to report irregular activity and share with colleagues.
Drugs and alcohol impair judgment and offenders may become unaware of their actions. For IoMT device usage at home, it may be useful to regulate the amount of alcohol consumption in the home to prevent device misuse. Table 11 outlines strategies for removing excuses through an IoMT lens.
Case study with medical device attack and situational crime-prevention theory
The Center for Devices and Radiological Health (CDRH) is part of the Federal Food and Drug Administration responsible for regulating medical devices. According to the Section 201 (h) of the Food, Drug and Cosmetic Act, a medical device is any healthcare product that does not achieve its principal intended purposes by chemical action or by being metabolized (FDA, 2018c) . The FDA classifies all medical devices into three distinct classes based on potential risk to the patient. Based on the classification, the FDA has established a series of protocols before the device is secure for use.
Class I devices are subject only to general controls. They typically present the lowest potential for harm and are simpler in design than Class II or Class III devices. Examples of Class I devices include elastic bandages, examination gloves, and hand-held surgical instruments. Class II devices are those for which general controls alone are insufficient to provide a reasonable assurance of safety and effectiveness. In addition to complying with general controls, Class II devices are also subject to special controls identified by the agency, which may include special labeling requirements, performance standards and post market surveillance. Examples of Class II devices include powered wheelchairs, infusion pumps, and surgical drapes. Class III devices generally are those for which insufficient information exists to determine that general or special controls are enough to provide a reasonable assurance of safety and effectiveness. Examples of Class III devices include replacement heart valves, silicone gel-filled breast implants, and implanted cerebellar stimulators (FDA, 2006) . After the classification, Class I devices require FDA Product registration. Class II requires Pre-Market Notification, 510 (k) or De Novo, and Class III requires Pre-Market Approval (PMA) or Humanitarian Device Exemption (HDE). As the risk increases, the class increases and there are more steps within the approval process.
The 510 (k) process demonstrates how the proposed device is similar to one or more similar legally marketed devices. Support claims are made to the predicate until the device is determined SE (substantially equivalent) by the FDA. If the device is not determined SE, the device is classified NSE (not substantially equivalent) (FDA, 2018e) . When the device is classified NSE, it is placed in Class III and can undergo the De Novo process. The De Novo process requires additional demonstrations and meetings with the FDA to propose Class I or Class II classification (FDA, 2018b) . De Novo requires additional time commitment than the 501(k). Pre-Market Approval is the most stringent type of device marketing application required by the FDA. The PMA requires clinical data and trials with additional scientific evidence. The PMA also requires additional safety and effectiveness review (FDA, 2018d) . Humanitarian Use Device (HUD) cannot be sold for profit without a HDE marketing application. And HDE includes a full description of the HUD, supporting technical information, quality systems, and other information (FDA, 2017b) .
Class III devices are categorized with the highest level of safety. Implantable pacemakers and about 10% of medical devices fall into Class III devices (FDA, 2017c) . One of the medical device attacks mentioned in Table 5 includes Halperin et al.'s study, which found security vulnerabilities in implantable pacemakers and implantable cardiac defibrillators (ICD). An ICD detects abnormal heart rhythms and delivers electric shocks to restore the patient's heartbeat. The group reverse engineered an ICD's wireless communications and eavesdropped on the incoming signals. Through two hardware tools, they were able to intercept the radio frequency signals emitted by the ICD and decode the signal (Halperin et al., 2008) . Furthermore, the group was successful in implementing a series of replay attacks in which a cybercriminal eavesdrops on a secure network communication, intercept it, and then fraudulently delays or resends it to misdirect the receiver into doing what the hacker wants (Lab, 2018) . Halperin et al. were able to trigger ICD identification, disclose patient data, disclose cardiac data, change patient name, set the time stamp on sensor readings, change responses to cardiac events, induce fibrillation, and deny service on the ICD. Overall, the study portrayed the susceptibility of ICDs and how the hacker could violate the privacy of patient data.
After evaluating the vulnerability with ICDs, we can consider how the situational crime-prevention theory would make an attack on ICDs more difficult. Specifically, the first category, increase the effort would make the attack less likely to carry out. The authors suggest a number of protection methods including building the ICD with custom equipment with commercial programmers, creating a security measure that does not draw power from the device, and allowing security-sensitive events to be effortlessly detectable by patients (Halperin et al., 2008) . These solutions would fit with target hardening technique by increasing the effort (Cornish & Clarke, 2003) . Target hardening makes the crime more difficult to carry out and increases the probability of catching the hacker (Clarke & Eck, 2005) . Also, the deflecting offenders technique is shown when the authors suggest they were successful because private data transmitted between ICD and programmer was not encrypted (Halperin et al., 2008) . If the data had been encrypted, hackers would be less likely to extract data from the device. Deflecting offenders away from the device is an environmental change that decreases the chance of the crime. Sametinger, Rozenblit, Lysecky, and Ott (2015) provide additional security challenges for Class III pacemakers. Specifically, the sensitive data about the patient and their pacemaker may be disclosed, data on the device may be altered, and the device may become inoperable (Sametinger et al., 2015) . The author suggests the need for more information about how concerned patients are about the security of the medical device and using different methodologies to increase security awareness of all stakeholders (Sametinger et al., 2015) . This suggestion most closely follows Clarke's remove excuses category because these techniques recognize that offenders make moral judgments about their behavior and how they rationalize their behavior (Clarke & Eck, 2005) . Thomson and Von Solms (1998) highlight the critical role for an effective information security awareness and training program in order to create a safe environment. Furthermore, Sametinger et al. suggests that the devices' security states must be more visible, understandable, and accessible for all stakeholders. This suggestion falls in line with Clarke's technique about set rules and alerting conscience (Clarke & Eck, 2005) . This case study is provided merely to showcase how the situational crime theory could be applied to a specific medical device, pacemaker, with existing regulations and vulnerabilities.
Discussion and limitations
As the number of IoT devices grows, it is imperative to consider the security vulnerabilities in connected devices. In addition, the value of the information on these devices is also growing significantly. Some vulnerabilities include access to a patient's medical information, releasing lethal doses of insulin without patient consent, and remote control of the device. We are at the precise moment in time when we need to consider installing control mechanisms for IoMT devices. These mechanisms fall into three categories: technological, management, and physical controls.
Technological control mechanisms involve a central IT team responsible for protecting medical devices. Frequent password changes and fingerprint authentication require medical devices to install additional software. Daily checks on irregularities in the use of the device would involve installing anti-spyware and antivirus software. ID number creation and access control of the medical devices would also require supervision by a central IT team. Technological control mechanisms would increase the perceived effort and risk and reduce the anticipated reward for cybercriminals.
Management controls involve the coordination between physicians and medical device users. Standard procedures that help ensure compliance with the use of the device will remove cybercriminals' excuses. Medical device agreements between patients, healthcare facilities, and physicians will ensure that each stakeholder understands the intended purpose of the device. Creating simple procedures to report suspicious activity will allow management teams to quickly determine when and how the medical device is being misused. Management teams will need to be trained to regulate suspicious activities. If current policies do not cover all aspects of medical device safety, regulators will need to develop standardized procedures for medical device usage.
Physical controls will alert medical personnel and patients in healthcare facilities. Increasing awareness in healthcare facilities is crucial and can be accomplished by adding posters in hospitals about device safety or FDA regulations. For in-home medical devices, physical controls such as locking the device beyond a certain distance will prevent the cybercriminal from removing the physical medical device from the patient's home.
Although implementing and controlling all twenty-five techniques may be difficult, the proposed mechanisms can influence reducing potential threats. This study provides a theoretical perspective on securing IoMT devices. Future work should determine experimentally whether the proposed mechanisms result in reducing IoMT device threats.
The study has several limitations that offer opportunities for future research. First, it is limited to medical devices prevalent in the American healthcare system. Future studies could examine international standards and devices. Second, given that thankfully no deaths have occurred due to attacks on medical devices, we use theory to predict potential attacks to and with IoMT devices. Future research in this area should attempt to expand the scope of the studies of medical devices used outside the United States and examine incidents of medical device attacks. Third, it will be useful to consider security ratings with IoMT devices, which would disclose the tradeoff between price, ease of use, and security. Although rating scales have not been created for IoMT devices, it will be a compulsory component as more consumers purchase IoMT devices.
Nevertheless, despite these limitations, our overall security recommendations, although not perfect and limited to the items used in the study, are useful and practical methods for safeguarding the security of IoMT devices.
Funding
The author received no direct funding for this research.
